
Appendix C: Fraud Risks

Ref Risk name Risk description Lead Existing control measures in place
Current 

risk 
likelihood

Current 
risk 

impact

Current 
risk score

Treatment 
(4Ts)

Planned action / future 
mitigation

Action RAG
Target risk 
likelihood

Target 
risk 

impact

Target 
risk score

F-01
Assets - 

Equipment

Selling asset for less than 
market value; Collusion 

between staff and 
purchaser; Disposal of assets 

no longer required by the 
council

ED-PD

Asset Disposal policy -within constitution; Asset register; Financial 
Regulations; Anti-Fraud & Corruption Strategy; Staff counter-fraud 

training; Segregation of duties - includes systems 
administration,raising and authorising of financial procurements; 
Internal Audit reviews; Whistleblowing Policy; Register of Gifts& 

Hospitality & Register of Interests; Counter-fraud page on website 
detailing how public can report fraud; Counter Fraud section on 
intranet; Financial Regulations training for all appropriate staff

1 1
Minimal 

(1)
Tolerate N/A N/A 1 1

Minimal 
(1)

F-03
Assets- land and 
Property ELDC 

and BBC

Selling asset for less than 
market value; Collusion 

between staff and purchaser 
- may include provision of 

insider knowledge {e.g. 
planning, leases & 

covenants)

ED-PD

Asset Management Plan; Constitutional Guidance for Asset Disposal; 
Legal Framework; Scheme of delegation for officers; Asset register; 
Segregation of duties; Independent valuation or auction; Financial 
Regulations; Anti-Fraud & Corruption Strategy; Staff counter-fraud 
training; Internal Audit reviews; Whistleblowing Policy; Register of 
Gifts& Hospitality/Register of Interests; Credit checks on potential 

purchasers; Counter-fraud page on website detailing how public can 
report fraud; Counter Fraud section on intranet

1 1
Minimal 

(1)
Tolerate N/A N/A 1 1

Minimal 
(1)

F-04
Procurement - 

Contracts

Credit/procurement cards; 
manipulation of accounts; 

false invoices & claims; BACS 
fraud - fraudulent change of 
bank details; mandate fraud; 

fake details for internet 
payments

PSPS - Finance

Financial Regulations; Anti-Fraud & Corruption Strategy- last 
reviewed March 2021, due this March for a review; Whistleblowing 

Policy Confidential Reporting Code -due in March; Segregation of 
duties for reconciliation; Reconciliation; Escalation of highvalue 

invoices; System team audited and logged; PCards- No cash 
withdrawals and card limits. Following P Card Review updated 

training issued. Process re-evaluated for checking transactions and 
receipts; Minor petty cash; Counter fraud training for the staff; 

Transparency reporting; Financial reporting training for all staff to be 
rolled out 2024; Segregation of duties within AP; confirmation with 

company regarding change of bank details; reconciliation; staff 
training

2 4
Medium 

(8)
Tolerate

Actions from P card audit - follow 
up audit will re-assess

N/A 2 4
Medium 

(8)

F-05
Procurement - 

Contract 
Payments

Bribery of officers or 
Members involved in 

contract award; Collusion 
between officers and 

contractors involved in 
tendering; Violation of 

procedures; Manipulation of 
accounts; Asset 

Misappropriation; Fictitious 
requirement; Bid rigging & 
cartels; Failure to supply; 

Failure to supply to 
contractual standard; 
Inflating performance 
information to attract 
greater payments; Bid 

suppression; Price fixing; Bid 
rotation; Fictitious vendor

PSPS - 
Procurement

NAFN & fraud alerts; Contract procedure rules; Financial Regulations; 
Contract management; Contract Terms & Conditions; Code of 

Conduct; Whistleblowing policy; Register of Gifts & 
Hospitality/Register of Interests; Anti-Fraud & Corruption Strategy; 
Staff counter-fraud training; Internal Audit reviews; Separation of 

duties; Etender system - single login provides an audit trail; Contract 
management training; Transparency Code 2014 and Transparency 

agenda; CIPFA guidance - Managing the Risk of Procurement Fraud; 
Minimum quote dependant on value; Valuation methodology; 

Breach of contract clauses; Instant terminations; Self certificated 
questionnaires

2 4
Medium 

(8)
Tolerate

Ongoing training and support 
provided by the procurement 

team to service areas
N/A 2 4

Medium 
(8)
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F-06

Council Tax - 
Credit Refund 
and Income 

Fraud

Council tax/NNDR/Rents; 
Suppression of notification 

of debt to be raised; 
Improper write-off; Failing 

to institute recovery 
proceedings; Switching or 

transferring arrears; 
manipulation of credit 

balances; Payment using 
false/ fraudulent instrument 

then re-claim of refund; 
Employee based; false 

payment then request for 
refund

PSPS - 
Revs/Bens

Up to date Council Financial Regulations; Up to date Council Anti-
Fraud & Corruption Strategy; Debit/credit card payments monitoring - 
checking against pay.net system; Review of unusual activity; Refund 

to original card/bank account where appropriate; Authorisation 
procedures& levels; Checking against other accounts (Council Tax 

etc.) to ensure no other money owed to SELCP; Staff counter-fraud 
training; Audit trail/personal logins; Reconciliations; Budgetary 

controls; Write off policy; Debt recovery procedures; Supervisory 
controls; Review of credit balances and suspense items; Internal 

Audit reviews; Whistleblowing Policy; Counter-fraud page on website 
detailing how public can report fraud; Counter Fraud details on 
intranet; Financial Regulations training for all appropriate staff; 

Follow up payment sources

2 3
Medium 

(6)
Tolerate Ongoing checks and balances N/A 2 3

Medium 
(6)

F-07
Council Tax 

Fraud

False applications; failure to 
notify change in 
circumstances

PSPS - 
Revs/Bens

Council Financial Regulations; Council Anti-Fraud & Corruption 
Strategy; National Fraud Initiative - data matching; Monitoring of 

council tax base; Application checks; Check electoral register; 
Information from planning re Developments where full planning not 
required; Checks on documentary evidence for exemptions; VisuaI 

inspection; Internal Audit reviews; Whistleblowing Policy; Separation 
of duties; Counter-fraud page on website detailing how public can 
report fraud; Single Person Discount review; Field officers available 

for investigations; Annual review of long-term empty properties

2 2 Low (4) Tolerate N/A N/A 2 2 Low (4)

F-08
Council Tax 

Support Scheme

False applications; failure to 
notify change in 
circumstances

PSPS - 
Revs/Bens

Most controls are the same as Housing Benefits; Council Anti-Fraud & 
Corruption Strategy; Council Tax Support policy; Counter-fraud page 
on website detailing how public can report fraud; Council Financial 

Regulations; Whistleblowing Policy; Inclusion in National Fraud 
Initiative (data matching) from October 2016; Closer working - 

Council Tax and Housing share intelligence and identify potential 
fraud opportunities (sharing intelligence - informal arrangement); 
Fraud hotline; Dedicated team for fraud hotline; DWP verification

2 2 Low (4) Tolerate N/A N/A 2 2 Low (4)

F-09
National Non-

Domestic Fraud

Failure to declare 
occupation; Payment using 

false bank details; 
Companies going into 

liquidation then setting up 
as new companies; 

Avoidance of liability 
through fraudulent claim for 

discount or exemption; 
Empty rate avoidance

PSPS - 
Revs/Bens

Up to date Council Financial Regulations; Up to date Council Anti-
Fraud & Corruption Strategy; Ensure liable person identified for each 

assessment on the list; Information sharing with other Business 
Units; Inspections of occupied properties; Checking empty 

properties; Information from Landlords or letting agents; Public 
complaints- reports to valuation office; Internal Audit reviews; 
Whistleblowing Policy; Separation of duties; Register of Gifts & 

Hospitality/Register of Interests; Supporting evidence requested; 
Counter-fraud page on website detailing how public can report fraud; 

Use of Analyse Local to monitor threats; Field officers; Undertaking 
reviews; NFI Matching

3 3
Medium 

(9)
Tolerate

Ongoing checks and balances; 
small business rate relief review

N/A 3 3
Medium 

(9)
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F-10
Housing Benefit 

Fraud

False applications; False 
documents; Failing to notify 

change

PSPS - 
Revs/Bens

Housing Benefit Anti-Fraud Strategy; Annual participation in National 
Fraud Initiative; NFI coordinator; HBMS - Government housing 
benefit matching scheme; Use prosecution, caution & admin 

penalties; Key controls in the housing benefit application process - 
prevention & detection; Authorised officer powers- access to 

employers, landlords, banks & building societies; Council Financial 
Regulations; Experienced and trained benefits staff; Mandatory 

benefit counter fraud training; Combined database with revenues; 
Only accept original documents in support of claims; Subscription to 

National Anti-Fraud Network; Housing Benefit review; 
Communications & publicity; Internal Audit reviews; Whistleblowing 

Policy; Counter-fraud page on website detailing how public can 
report fraud; Council Tax and Housing teams sharing intelligence to 
identify potential fraud; Counter Fraud Hotline; Dedicated Team for 

Counter Fraud; Data matching from DWP; Full case reviews; 
Customer contact team thoroughly trained; Dedicated intranet page

2 2 Low (4) Tolerate N/A N/A 2 2 Low (4)



Final Risk scoring Colour
Minimal Risk
Low Risk
Medium Risk
High Risk
Critical Risk

Minimal 1 2 3 4 5

Rare Unlikely Possible Likely
Almost 
certain

2

High

Critical 5

4

3

Likelihood

4 6 6 10

Risk Scoring Matrix
Im

pa
ct

10 15 20

6 9 12 15

25

8 12 16 20

Low

Medium



Likelihood score 1 2 3 4 5
Definition Rare Unlikely Possible Likely Almost certain

Description
This risk would occur only in rare / 
particular circumstances

The risk is technically possible, but an 
occurrence is not foreseeable in the 
medium-long term

The risk is a real possibility but the 
likelihood of an occurrence in the 
short-medium term is small

The risk is probably going to occur at 
some point in the medium term, 
possibly sooner

The risk is expected to occur 
imminently / regularly

Timeframe
Will occur at some point in the next 
10 or more years

Will occur at some point in the next 3-
10 years

Will occur at some point in the next 1-
3 years

Will occur at some point within the 
year

Will occur at some point in the next 
few months

Probability 10% or less Between 10-30% Between 30-50% Between 50-85% 85% or more

Impact score 1 2 3 4 5
Title Minimal Low Medium High Critical

Reputation risk Individual complaint raised Multiple complaints

Negative local press coverage for one 
day, increased complaints for more 
than one week

Negative national press coverage for 
one day, ongoing negative local 
coverage

Negative national press coverage 
over several days. Public criticism 
from MP, LGA, County Council or 
national service body

Financial risk Up to £10,000 £10,000-£50,000 £50,000-£250,000 £250,000-£500,000 Over £500,0000
Service Delivery / 
Operations risk

Individual members of staff having 
work disrupted

Multiple members of staff unable to 
work

Total service outage for one day or 
less Total service outage for several days

Total service outage for more than a 
week

Environmental risk
Immediately remedied damage in an 
isolated area

Easily remedied damage in an 
isolated area

Short term damage in an isolated 
area requiring partners assistance

Damage requiring special budget 
provision to rectify

Major or widespread damage 
requiring central government 
assistance

Health and Safety risk
People engaging in hazardous 
activities without awareness Individual receives minor injuries

Multiple people receive minor 
injuries Individual serious injury

Multiple people seriously injured, 
individual loss of life

Treatment (4Ts)
Terminate – rarely, we may be able to stop doing the activity altogether and thereby remove the risk altogether
Tolerate – accept the risk and live with it because it is within our risk appetite and the cost of mitigating action would outweigh the benefits
Transfer – move all or part of the risk to a third party or through insurance; however, sometimes accountability still remains, particularly with a Council, so caution is advised
Treat - take action to control the likelihood and/or impact and set a target to move the risk to within the risk appetite once the action has been implemented

Risk leads Title
CX Chief Executive
ED-C Executive Director - Communities
ED-ED Executive Director - Economic Development
ED-F Executive Director - Finance (S151 Officer)
ED-PD Executive Director - Programme Delivery
SD-CHS Service Director - Communities and Housing Services
SD-CR Service Director - Culture & Regeneration
SD-CS Service Director - Corporate Services
SD-H Service Director - Housing
SD-LG Service Director - Legal & Governance (Monitoring Officer)
SD-LLS Service Director - Leisure & Local Services
SD-N Service Director - Neighbourhoods
SD-PSI Service Director - Planning and Strategic Infrastructure
SD-R Service Director - Regulatory
SD-SGD Service Director - Strategic Growth and Development
SD-SP Service Director - Strategic Projects


	Fraud risks
	Risk scoring matrix
	Definitions

